HudopmanHoHHAA MAMATEA [L151 HECOBEPILIECHHO/IETHHX 110 BONPOCaM
KHDepie30nacHoCTH

B ceTH «Murepuer:

KoMIBHTEPHBIE BHPYCHI

KoMIbHOTEPHBIH BHPYC - 3TO Pa3HOBH/HOCTE KOMIIBIOTEPHBIX IPOrpamM,
OTJIMYUTENILHOH 0COOEHHOCTBI) KOTOPOI ABISETCH CIOCOOHOCTh K PA3MHOMKEHUID
(konupoBaHui). B jononHeHWe K 3TOMY, BHPYChl MOIYT [OBPEIHTH HIH
MOMHOCTBIY YHHUYTONKUTE Bee (pailibl H MaHHbIE, [10JKOHTPOIBHLIE [10/1b30BATE0,
0T UMEHH KOTOpOro ObLIa 3alylieHa 3apameéHHas [porpaMma, a Takike [0BpeuTh
WIH J1aKe YHUYTOXKHTL ONEPALMOHHYIO CHCTEMY CO BeeMH (pailiamu B uenom. B
DONBIIHHCTBE CJIYUAEB PACIPOCTPAHAKTCS BUPYChI Yepe3 HHTEPHET.

MeTo/bl 32ILHTEI 0T BPEJ0OHOCHBIX POrpaMM:

1. Henonb3yd  coOBpeMeHHBIE  ONEpalMOHHBIE CHCTEMBI, HMEHIIHE
CEPbE3HbIH YPOBEHD 3AllUThI OT BPEJOHOCHBIX ITPOIrpaMmM;

2. [locrosinno ycranasnueail natud (UMQpoBBIe 3aIUIATKH, KOTOPLIE
ABTOMATHYECKH YCTAHABIHBAKTCA C LENbK JOopadoTKH NporpaMMsel) M JApyrue
0OHOBIIGHMA CcBOeil  omnepauHOHHOH cHcTeMbl. CkKauMBail HMX TOJNBKO €
opuumansHoro  caiirta  paspaborumka OC. Ecnuw  cymecTtByer  pemxuMm
ABTOMATHYECKOI'0 OOHOBJIEHMS, BKIIOUH €ro;

3. Paborail Ha cBoeM KOMIIBHOTEpPE MO IpaBaMH [0Jb30BATENA, a HE
AJAMMHMCTpATOpa. JTO HEe [03BOMUT OONBIIMHCTBY BPEIOHOCHBIX [POrpaMMm
HHCTALIHPOBATLCS HA TBOEM IEPCOHAIEHOM KOMIIBIHOTEPE;

4. HMcnonesyil aHTHBHpPYCHBIE [POTPaAMMHBIE [POAYKTBL  H3BECTHBIX
[IPOH3BOAUTENEH, C ABTOMATHYECKHM 0DHOBIIeHHeM Da3;

3. Orpannus (QuU3MUYecKHil JOCTYI K KOMILIOTEpPY JUIS [OCTOPOHHHX
JTHLL;

6. Mcnons3yii BHellHWE HOCHTENW WH(pOpMauuu, Takue kak (rerka,
nuck wid aiin u3 MHTepHeTa, TONBKO U3 IPOBEPEHHBIX HCTOUYHHKOR;

7. He orkpeiail KoMIblOTEpHEIE (haiiibl, MOMYYEHHBIE H3 HEHAJIEHKHBIX
ucrouHHkosB. [laxe Te daiinkl, KoTopble npucian TBo 3HakoMsblil. Jlyuie yrouHn

¥ HEro, OTIpaBIAll JIH OH Tebe ux.

Cern WI-F1




C nomowsrwy WI-Fi mokHO nonyuurts OecliiaTHeii HHTEpPHET-10CTYI B
obulecTBEHHBIX MecTaxX: Kade, OTelsiX, TOProBeIX LHeHTpax H aspornoprax. Tak xe
ABIISIETCA OTIHYHOH BO3MOKHOCTBI BhIXOJ1a B Murepner. Ho mHorue sxcneprsl
cunTaroT, uTo obwenoctynuele WiFi cetn He sipiisitoTes 0€3011aCHBIMH.

Cogerbl 0 De30NaCHOCTH padoThl B 0011e10CTYNHBIX ceTaX Wi-fi

1. He nepenasaii cBow IHuHYH HHOOPMALHIO Yepe3 00IIe10CTYIIHbIE
Wi-Fi cetu. Paborasi B HUX, KelaTelbHO HEe BBOJAUTHL NAPOJIM J0OCTYNA, JIOI'HHBl H
KAKHE-TO HOMEPA;

2. Henonsayit 1 0OHOBIISIHT aHTHBHPYCHBIE MPOrpaMMBI W OpaHIMay3p.
Tem cambiM Th1 00e3onacuLlbL cedsl OT 3aKAYKH BUpYCa HA TBOE YCTPOIHCTBO;

3. [Ipu ucnonezoeanuu Wi-Fi orximoun dyuakuuw «O0muil gocryn K
(aiinam 1 npuarepamy. JlanHas (QyHKUMA 3aKpbITA [0 YMOIYAHHIO, OHAKO
HEKOTOPbIE NOJIL30BATEIN AKTHBUPYIOT e JUlsd ya100CcTBA HCIOIL30BaAHUS B paboTe
M yuebe;

4, He mcnonezyii nyOommuneiit WI-FI qis nepenadn JHYHBIX JIaHHBIX,
HAIPUMED, U1l BEIX0JA B COLHAIIBHBIE CETH HIIH B AIEKTPOHHYIO [10UTY;

5. Henonesyit Toneko sammuieHnoe coeguneHne depez HTTPS, a He
HTTP, r1.e. npu nHadope Bed-aapeca BBOAM MMeHHO «https://»;

6. B mobuinbnoM Tenedode otioun pyHkuuwo «llogkmouenne k Wi-Fi
asromMatHueckH». He Jonyckail aBToMaTHYecKoro MOJAKIKOUYEHHMA YCTPOHCTBA K

ceram Wi-Fi Oes Teoero cornacus.

CounalibHbI¢ CETH

CoumansHas ceTb - 3T0 caiiT, KOTOPBIH MPeI0CTaBIAET BO3MOKHOCTE JIFOIAM
OCYILECTRISITE 0DlIeHHe Mex1y coboil B unTepHere. Yawe Bcero B HUX Ul
Ka#/JI0r0 4YeJ0BEKa BbIACIAETCH CBOA JIMYHAA CTPAHHYKA, HAa KOTOPOH OH
yKa3biBaeT o cede pasHuHyi HHpOPMAlHK, HAYHHAA OT MMeHH, (jaMHIHH H
3aKaHYuBas TUuHbIMU oTorpadusimu. MHOrHe 1101b30BaTeH He NOHUMAKT, YTO
HHOpMaLHA, pa3MELIEHHAs HMH B COLMAILHBIX CETAX, MOMKeT ObITh HaljaeHa U
HCIIO/IB30BAHA KEM YIOJHO, B TOM 4ucle He o0s3arelbHO ¢ OjaruMu

HaAMEPCHHAMH.

OcHOBHBIE COBETHI 10 DE30NACHOCTH B COUMAIBLHBIX CeTHAX:
1. Orpanuub cnucok jpyseid. Y t1ebs B JApy3bsiXx He JOJBKHO ObITh

CIIYYAHHBIX H HE3HAKOMBIX JIKOJIEH;



2. Jamumai crOK 4acTHYK xu3Hb., He ykaseiBail naponu, tenedoHsl,
ajpeca, Jary TBOEI0 POXKACHHA H  JIPYIYK  JIMYHYH  HHQOPMAaLHIO.
310YMBILUIEHHHKHM MOI'YT MCIOIB30BATh Jaxe HHOOPMALHIO O TOM, KaK Thl H TBOH
POJMTENH IJIAHHPYETE [POBECTH KAHUKYIIbI,

3. Jamuiai CBOK penyTanui - JASP/KH €€ B YHCTOTE M 3ajaBail cede
BONPOC: XOTel OBl Thl, YTOOBL APYIHE [I0JIL30BATENH BUEIH, UTO Thl 3arpyKaciiis?
[Moxymaii, npesx/e yeMm 4To-TO ONYOIHKOBATE, HAITMCATE U 3aIPY3UTh;

4. Eciu Tel rOBOpHIIE ¢ JIIOJAbBMH, KOTOPBIX HE 3HAELIb, HE MCIOJbL3YH
CBOE pealbHOE MM M JAPYIVIO JTHUHYI HH(MOPMALMH: UMS, MECTO KHUTE/ILCTBA,
MecTo yuedbl U npoyee;

3. HM30eraii pasmewenus ororpadmuii 8 Mareprere, rae Te1 nzodpaxen
Ha MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIHTb TBOE MECTOIOI0KEHHE,

6. [Ipu perucrpauuu B COLMANBHON CeTH HeoDXOIUMO HUCHONL30BATEH
CIIOKHBIE [APOJIH, COCTOALIME H3 OYKB U LHQP M ¢ KOJIHYECTBOM 3HAKOB HE MEHee
8.

7. Jnst coumanbHO  cerH, NouThl M JAPYrHX  CaHTOB  HeoDXO0JIHMO
HCIOMb30BaTh pasHble napond. Toraa ecinu teds B3IOMAKOT, TO 310YMBIIUIEHHHKH

IMoIy4aT J0CTYIl TOJIBKO K OJJHOMY MCCTY, & HC BO BCC Cpasy.

DIeKTPOHHBIE ICHbIH

DNEKTPOHHBIE J€HBI'H — 3TO O4YeHb VJI00HBIH crocod muarexei, 0JIHAKO
CYLIECTRYIOT MOUIEHHHKH, KOTOPBIE XOTAT MOIYUHTE 3TH JICHBIH.

INEKTPOHHBIE JAEHbI'H MOABUIIHCH COBCEM HEJIABHO H HMEHHO M3-3a 3TOr0 BO
MHOIHX TOCY/1aPCTBAX 10 CHX [1OP HE [POIHCAHO PO HUX B 3aKOHAX.

B Poccuu e oHH (PYHKUHOHUPYIOT U O HUX yiKe [IPOIHCAHO B 3a4KOHE, IIe
HX pa3Je/Idl0T Ha HECKOJIbKO BHJIOB - AHOHHMHBIE H HE aHOHHMHBIE. PazHuua B
TOM, YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pazpeliaeTcs NPOROJIHTE onepaiun 0e3
HASHTH(UKALMK  [0/b30BaTENsS, a B HE AHOHMMHBIX  HJSHTH(HKALHK
[IOJIb30BaTE ABIsSeTCs 0DsI3aTe/IbHOMH.

Taxke cnemyer pasiddaTh WIEKTPOHHBbIE (DHATHBIE JIEHLIH (pPaBHBI
roCyJapCcTBEHHBIM BalIOTAM) M 3JIEKTPOHHBIE HedHaTHbIe JeHbrM (He PaBHbI
roCyIapCTBEHHBIM BaIlKOTaM).

OcHOBHBIE COBETHI N0 0€30NACHOIi padoTe ¢ NIEKTPOHHBIMH J€HBIAMH:

1. [Ipussizn & cuery MoOunbHbIL TenedoH. Dro caMblil y100HBIT U

OBICTpBIIT  crnioco0d BocCTaHOBHTH joctyn K cuery. [lpussizanHeiii tenedon



noMosker, eciu 3aldyjeiis CBOH IUIATEKHBI Napois WM 3aiijelns Ha cait ¢
HE3HAKOMOI'0 YCTPOHCTBA;

2. Henons3zyi oaHopasoesie napoiud. llocne nepexoja Ha yCHIEHHYIO
agropuzanmi Tede yxe He Oy/jer yrpomarb ONACHOCTH KPamu MM Iepexsata
[J1aTEKHOr0 Napois;

3. Beibepu cnoxusbiil napois. [IpectrynaukaM Oyaer He NpocTo yrajlars
CII0KHBIH napois. HajexHsle napoaH — 3T0 [apojH, KOTOPBIE COJAEp:KAT He
MeHee 8 3HAKOB H BKIIIOYAKOT B ceDs CTPOYHBLIE W MPONHCHBIE OYKBBI, LHU(pLL 1
HECKOJIBKO CHUMBOJIOB, TAKHE KaK 3HAK J0Julapa, yHTa, BOCKIMLIATE/IbHBIH 3HAK W
T.11. Hanpumep, StROng!:;

4, He BBOAM CBOM THYHBIE JAHHEIE HA CANTAX, KOTOPEIM HE J0BEpAeilb.

JAeKTPOHHAA NMoMTA

DIIEKTPOHHAS 1049Ta — 3TO TEXHOJIOIHS U [IPEIOCTABISEMbIE €10 YCIYTH 110
[epechbUIKe U MOJIYYEHHID 3IEKTPOHHBIX COODILEHHIT, KOTOpBIE paclpele/sores B
KOMIBIOTEPHOH ceTH. OObIYHO AMEKTPOHHBIH [MOYTOBLIH  AIUK  BLIMISAWT
clle Iy rIHM 00pa3oM: UM Nojb3oBaTens(@ums_qomena. Takxe KpoMme nepeaun
[IPOCTOrO TEKCTA, UMEETCH BO3MOMKHOCTD llepe/laBath (haiel.

OcHOBHBbIE COBETHI M0 0€30NACHOI padoTe ¢ IEKTPOHHOH MOYTOI:

1. Hano BeiOpate npaBuiibHBIH nouToBelid cepBuc. B MHTepHeTe ecth
OrpOMHBII BEIDOP DECILIATHBIX [IOYTOBLIX CEPBUCOB, OJIHAKO JIVUILE JOBEPATE TEM,
KOI'0 3HAaelIbL ¥ KTO NEPBLIH B PEHTHHIE;

2. He ykaswiBail B JM4HOH noure nuuHyr uHpopmauuio. Hanpumep,
JIyulle BeIOpaTh «MYy3bIKaAbHbI (aHat@y» win «pok2013» sMecto «remal 3»;

3. Menons3yil ABYXITANHYIO aBTOPH3ALMIO. DTO KOIJA MOMHMO Haposs
HY#HO BBOJUTH KOJI, IpUCkLIaeMblii no SMS;

4. Beidepu cnoxublil napons. Ui Kax/a0ro nMoYToBOro sIHKa 10JKEH
OBITE CBOH HANEKHBIH, YCTONUYMBLLI K B3/10MY [1APOJIL;

3. Ecnu ecTs BO3IMOMKHOCTE HAINMCATHE CAMOMY CBOH JIMYHBIH BOIPOC,
HCIIONB3YH 3TY BO3MOKHOCT,

6. Henonb3yH HECKOIBKO MOYTOBBIX AIMKOB. llepBBEIH 1nd 4acTHOH
MEPENHCKH ¢ ajpecaraMy, KOTOPBIM Thl JOBEpAellb. ITO EKTPOHHLIH anpec He

HA/10 UCIIOIB30BATh P perucTpauuy Ha popyMax u caiirax;



1. He orkpeiBail ¢aiiiel H Apyrue BIOKEHHA B HCbMAaxX Jaxke €ClIH OHH
OPULUTH OT TBOMX JApy3eil. Jlydme yTouHH y HUX, OTHPABIAIN JIH OHH TeDe 3TH
haiinsi;

8. [locne okoHuaHus pabOTBl HA MOYTOBOM CEPBUCE MEpell 3aKpbITHEM

BKJIAJIKH C caliToM He 3a0y/b HamaTh Ha « BeriiTun.

KndepdyviiHHT HIH BUPTYAJAbHOE H31EBATEAbLCTBO
KubepOyuur — npeciieJI0BaHHE COODLLIEHHAMH, COJIepHKALHMH

ockopbeHus, ArpeccHIo, 3ayTHBAHKE; XYJIHTIaHCTBO, COLHAIIBHOE
DOHKOTHPOBAHHE C MOMOUIBID PA3JIHYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI N0 DopLie ¢ KHOEePOY LIIHHIOM:

1. He Opocaiics B Ooii. Jlyummii cnocod: nocoseroBatbes kak cedst
BECTH U, €C/IH HET TOr0, K KOMY MOMKHO ODpaTUTLCS, TO BHAYANE YCIIOKOWTBCS.
Eciu Thl HauyHelwlb OTBeYAThH OCKOPOJIIEHHAMH HA OCKOPOJIEHHS, TO TOJbKO €LIE
DobLIe PA30HHKELL KOHPIHKT;

2. Vupassii ceoeil Knbdeppenyraumeii;

3. AHOHMMHOCTB B ceTH MHHUMas. CylecTBYIOT Crioco0bl BBISICHHTh, KTO
CTOMT 33 AHOHUMHBLIM AKKAVHTOM;

4. He crouT BecTH Xyluranckuii odbpas BUpTyalbHOH KH3HH. MuTepHeT

(pHKCHpYET BCEe TBOM JEHCTBHA W cOXpaHser MX. YIanuTe HX Oyjaer KpaiiHe

3ATPYIHHTENBHO,
5. Beau cebds BexHBo;
6. Hraopupyit enuHuunbiii Heratus. OJQHOpa30Bbie OCKOPOUTEIBHBIE

coollleHust Jyumie Wraopuporars. OOBIUHO arpeccust [pekpaulaercs Ha
HAYaILHOH CTa/JHH;

1. ban arpeccopa. B nporpamMmax oOMeHa MIrHOBEHHBIMH COOOIIEHHAMH,
B COLMAIBLHBIX CETHX €CTh BO3MOMKHOCTH OJIOKHMPOBKH OTHPABKH cOO0LIEHHH ¢
OIIpeIe/ICHHBIX APECOB;

8. Ecnu 1wl cBuaerens kubepOyiutuHra. TBou JelcTBHA: BBICTYIHTE
[POTHB [IpecliefoBaTelsd, I[10Ka3aTb €My, 4TO ero JAeHCTBHS OLEHHBAKTCH
HEraTHUBHO, MO/JIEP:KaTh KEPTBY, KOTOPOH HY#HHA I[ICHXOIOIHYecKas I10MOLIb,

CGGELLI,H'I'b B3pPOCIbIM O [lJElK'I‘e AI'pECCHBHOTO MOBEOEHHS B CETH.

MobuabHbli Teaedon




CospemMeHHble cMAPT(OHBI U IUIAHILETH! COASPKAT B cede BIIOIHE B3POCIbIil
(YHKLUHOHAT, M TENepb OHH MOI'YT KOHKYPHPOBATB CO CTALMOHAPHBIMH
KoMIbroTepaMu. OIHAKO, CPEIACTB 3alIUThl IS N0J00HBIX YCTPOICTE M0KA OUYeHb
mano. TecrupoBaHMe M IIOHCK YA3BUMOCTEH B HHX [POHCXOIUT HE Tak
HHTEeHCHBHO, Kak st 1K, To e camoe kacaercs 1 MOOHIIBHBIX HIPHIIOMKEHHI.

CoepeMeHHble MOOMIbHBIE Opaysepbl  yike [PAKTHYECKH  OrHAIN
HACTONIbHBIE AHAIOIH, OJHAKO paclIHpeHHe (YHKUHOHANa Bieder 3a coloil
DOJIBLIYIO CIIOKHOCTH M MEHBIIYH) 3alIHIIEHHOCTS.

Janeko He Bce NPOH3BOJMTENH BBINYCKAKT OOHOBIIEHHUS, 3aKPLIBAMOIIHE
KPHUTHYECKHE YA3ZBUMOCTH U1 CBOHX YCTPOHCTB.

OcHoORBHBIE COBETHI 17151 €30MACHOCTH MOGHIBLHOTO Tes1edoHa:

1. bByae ocropoxen, Bejb Korja tede npeiararoT OeciulaTHLI KOHTEHT,
B HEM MOI'YT ObITh CKPBIThI KAKHE-TO IUIATHBIE YCIIYTH;

2. Hymaii, npexnae yem ornpasute SMS, ¢doto win Bugeo. Tel TOUHO

3HAellb, e OHM OY1yT B KOHeYHOM urore?!

3. HeobxoamumMo 0OHOBIATE ONEPAHOHHYH) CHCTEMY TBOEr0 cMapTdoHa;
4. HMenons3yii aHTHBHPYCHBIE TPOrPaMMbl JUIsE MOOMJIBHBIX Te/Ie()OHOB;
5. He sarpy:xai NpuIoKeHHS OT HEW3BECTHOI'0 HCTOYHMEKA, Belb OHH

MOT'YT COJEP/KaTh BPEIOHOCHOE NPOrpaMMHOe oDeclieyeHue;

6. llocne ToOro kKak Tel BBIHIEWIL C calrta, 1€ BBOAHI JIHYHYIO
HHpopMaLIHIO, 3aii)11 B HACTPOHKH Dpay3epa u yaanu cookies;

1. llepuoanuecku nposepad KakHe IUIATHBIE YCIYIH AKTHBHUPOBAHBI HA
TBOEM HOMEpE;

8. Jasail ceoii HoMep MODHILHOrO TenedoHa TONLKO [THIIM, KOTOPLIX
Thl 3HAEIIL W KOMY JIOBEPSELIb;

9. Bluetooth jomkeH OBITh BBIKIKOUEH, KOI'ZlA Thl MM HE [0J1b3YELILCH.

He 3abb1Bail HHOI 1 NPOBEPATE ITO.

DOUIIHHT HJIH KPAXKA JHYHBIX TAHHBIX

I'naguas unens ¢uumar - puga HHTepHeT-MOlIEHHHYECTBA, COCTOMUT B
MOAYYEHUH KOH(UIeHIHAIIBHBIX JaHHBIX [10JIb30BaTeNeH — JIOIHHOB W napoJiei.
Ha anrnumiickom s3eike phishing unraercs kak ¢uumnr (or fishing — pribHas
noeus, password — napols).

OcHOBHBIE COBETHI N0 Dopble ¢ PHILHHTOM:



1. Cnean 3a cBoMM akkayHTOM. Eciu Thl 10/103peBaellib, 4TO TBOSA
aHkera Obl1a B31OMaHa, TO HeoOXoaumo 3a0lOKMpPOBATE €€ M COOOLIUTH
AIMHHHCTPATOPAM Pecypca 00 3TOM Kak MOMKHO CKOpee;

2. Henonsayit  OezonacHele  BeO-caliTel, B TOM 4YHClE, HHTEpPHET-
MAara3uHOB U ITOUCKOBBIX CUCTEM;

3. HMenonsayii cnoskuele 1 paznsle napoin. Takum odpazom, eciiu 1eds
B3/IOMAOT, TO 3JI0YMBILNLUIEHHHKH [OJY4YaT JOCTYN TOJIbKO K OJHOMY TBOEMY
Ipo(UID B CETH, a4 HE KO BCEM;

4. Ecnu rebs B3noManu, TO HeoOXOAHMO MNpeAyNpeldHTh BCEeX CBOHUX
3JHAKOMBIX, KOTOpbIe 100aBjieHbl ¥ TeDs B APY3biX, O TOM, 4TO Teds B3JIOMAIH H,

BO3MOMHO, OT TBOCTO HMEHH 6}",‘],&'1‘ PACCEUIATECH CIldaM H CCBLUIKH Ha [l)HLHHHl'UBbIE

CalTeI;
5. Yeranosu HanexHelil napois (PIN) Ha moOuabHBIH TenedoH;
6. OTKIOUM coxpaHeHue naposs B Opaysepe;
7. He orkpeisail aiiiel 1 Apyrue BIOKEHHS B [IHCbMAaX Jake €ClIH OHH

OPULUTH OT TBOMX JApy3eil. Jlydme yTouHH y HUX, OTHPABIAIN JIH OHH TeDe 3TH

haiisnel.






